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1 Lifted ElGamal Encryption

Let G be an additive cyclic group generated by P and let r := |G| be a prime.

e KeyGen: Take a random number x € Z/pZ and compute zP. x is a secret
key and x P is a public key.

e Encrypt: For a message m € Z/pZ, take a random number r and

Enc(m) := (S,T) := (mP + r(xP),rP).

e Decrypt: For a ciphertext ¢ := (S,T), compute
S — 2T = (mP+rzP) —z(rP) =mP

and find m by computing the discrete log of mP base P.

We can not take a large plaintext m because we should solve this DLP.
We use a notation of m = logp(mP).
2 Additive homomorphic encryption

Lifted ElGamal encryption is additively homomorphic as the following:
For two plaintext m, and mo, define

¢; :=Enc(m;) = (S;, T;) = (my P+ r;(xP),r; P)
where r; is a random number. Let
Add(eq, c2) == (S1+ Sz, Th + T).
Then, we get

Add(cq,e2) = (M1 +me)P + (11 +1r2)xP, (11 + 72)P) = Enc(my + ma).



3 Pairing

Let G1 and G2 be additive cyclic groups generated by P, and P, and Gt be
an multiplicative cyclic group of order r and take a pairing

61G1XG2—>GT.

For any a,b € Z/pZ, e(aPy,bPy) = e(Py, P2)®. Let g := e(P1, ).

4 Multiplicative homomorphic encryption

Let x; be a secret key of an lifted ElGamal encryption for G; and Enc;(m;) be
a ciphertext for m; according to G;. We define multiplication of Ency(m;) and
Ency(ms) as the following:

Let ¢; := Enc;(m;) = (S;, T;) where S;, T; € G;.

Mul(cl, 62) = (S, t, u, ’U) = (6(517 SQ), 6(51, Tg), B(Th SQ), €(T1, TQ)) S GT4.
Decrypt of Mul(cy, c2) := (s,t,u,v) is as the following:

svTE2 /(P21

6(51,52) (Tl,Tg)wlwz/e(sl,Tg)wz/e(ThSg)wl
= e(S1,82)e(x1T1, 22T3)e(S1, —x2Ta)e(—x1Th, S2)
(S1 — 2111, S — x2T5)

(

= € m1P1,m2P2) = €(P1 P2)m1m2 = gm1m2

= €

Then we solve a DLP of log,(¢g™*™?) and get mima.
So define Enc(m) := (Enc;(m), Enca(m)) € G12 x G52, then we get additive
homomorphic encryption which supports one multiplication.



